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KoHurypaumja Ha HoB Time Stamp cepsep

Hajnpgo e noTpebHo aa ctaptyeate Acrobat Reader no wro ce nobusa cnegH1oB nperneq.

# Adobe Acrobat Reader DC

File Edit View Window Help

Home Tools @ Sign In

Q H

File Lists

Sent

Storage
My Computer
Document Cloud

Add Account
No Recent Files

Clear Recent Files

Cnuka 1. Adobe Acrobat Reader
3a KoHdUrypauuja Ha Hos Time Stamp cepeep cnenete rv CneaHUBe YeKopH:

1. TMpuctanete o Edit > Preferences > Security
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Preferences

Categories:
Security
Commenting
Documents Configure Server Settings
Full Screen
General « Timestamp Servers More...
Page Display = Directory Servers

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts

Forms

Identity

Internet

JavaScript

Language URL:
Measuring (2D)

(D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)

Security Settings
Import... Export...

[[] Load security settings from a server

Settings must be signed by | Allow Any Certificate Browse...

Check every: Week Month Update Now

Reading 2 Weeks 3 Months Ask before updating
Reviewing
Search
Adobe Experience Manager Document Security
Security (Enhanced)
Signatures. Clear remembered account information...
Spelling
Tracker

Trust Manager
Units

Cnuka 2. Edit > Preferences > Security

2. KnukHete Ha konyeto “More”, obenexado Ha Crivka 2. 1o KMk Ha KonyeTo ro fobusare cnefH1oB
npu1Kas.

A Server Settings

Directory Servers ¥ Edit ﬁ Import r* Export () Remove Q:CIEHI

me Stamp Servers| Name URL

’“‘,,;‘ Telecom https://timestamp.telekom.mk/api...

Configure Time Stamp Servers

Configure a default 7ime Stamp Server if you want to embed a trusted time stamp when signng. I[f you are n a
workgroup, your computer administrator may provide you with Tine Stamp Server configuration information.

Sekect one of the entries above and click Edliz to view or change settings, or click New to add and configure a Time Stamp
Server. Sekct a default server using Sef Default. 1f you have selected a default server then a time stamp will be embedded
with every signature that you create.

Click Export to share your Time Stamp Server settings with others.
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Cnnka 3. Server settings

3. Knukrete Ha “Time Stamp Server”, o6enexaHo co (1) Ha Cnuka 3, na notoa Ha “New”, obenexxaHo
€0 (2) Ha 1cTata cimKa, No WTo Ke ro AobueTe CeaHUOT NPo30peLl.

New Time Stamp Server

Name: ‘

Server Settings

Server URL: ‘

] This server requires me to log on

0K Cancel

Crnnka 4. New Time Stamp Server

4. Bo thopmarta e NoTpebHO Aa rv BHeceTe CneaHrnBe NoaaToLm:
e Name - nme Ha Time Stamp cepBepoT KOjLITO ro Kpeunpate
e Server URL - Bo oBa none BHeceTe ja cneaHata url agpeca
https://timestamp.telekom.mk/api/stamps/

e Cenektupajte ro noneto “This server requires me to log on” no WTo ce 0BO3MOXyBaar
nonurara 3a User Name 1 Password
e BHecerte r1 BaweTto KOPUCHUYKO UME 1 NO3UHKA
o KnukHete Ha konyeTo “OK”
5. Tlo ycnewHoto Kpeuparse HoBMOT Time Stamp cepsep e npukaxaH Kaxko Ha Cnvka 3, 06enexxaHo
co(3)
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[logenyBarbe Ha BDEMEHCKM NMeYar Ha JOKYMEHT

B Test.pdf - Adobe Acrobat Reader DC

3a nogenysarbe Ha BpeMeHcku xur Ha .pdf gqokymeHT notpebHo e na craprtysate Acrobat Reader. Mpeky
meHuTo File > Open oTBopeTe NnokanHo 3a4yBaH .pdf qOKyMeHT.

File Edit View Window Help

Home | Tools

Testpdf x @ Signin
® B XRQ AR IRUNCICHECS ARREEA® ©¢2
Test document za vremenski zhig
» 4
Cnka 5. OreopeH pdf oKyMeHT

Home

Q

il o 5
Edit PDF Export PDF Create PlCreate a PDF from any formatlne Files Send & Track Stamp
Open  ~ Open v Open |~ Open ~ Open v Add v Open v Open  ~
= £ x o 9 B
—=
Measure Certificates Organize Pages Redact Send for Signature Protect Prepare Form Optimize PDF
Open | ~ Open  ~ Add |~ Add  ~ Open |~ Add |~ Add |~ Add
’I ‘i @
Enhance Scans Print Production
Add |~

A Testpdf - Adobe Acrobat Reader DC
File Edit View Window Help

Tools Test.pdf

OTkako Ke KnukHeTe Ha KapTuykara “Tools”, obenexaHa Ha Cnvika 5, ro nobusate cnegHnoB nperneq.

@ sSignin

e

~
S B
Comment Fill & Sign

® =
PDF Standards Create Custom Tool Compare Files Action Wizard
Add  ~ Add |~ Add  ~

Accessibility Rich Media
Add  ~ Add v Add Add

Cnnka 6. Kapruyka Tools

CnegHo, notpebHo e aa knukHete Ha “Certificates”, obenexaHo Ha Cnuka 6 1 ce npukaxkysa cneaH1os
npernem.
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B Test.pdf - Adobe Acrobat Reader DC

File Edit View Window Help

Home Tools Test.pdf x @ Signin

® 8 R Q R MO ex - 7 B T O 2

Certificates * % Digitally Sign X

Test document za vremenski zhig

Cnuka 7. Certificates

Otkako Ke knukHeTe Ha Time Stamp (o6enexaHo Ha Cnuka 7) BK Ce MpUKaxyBa Aujanor nposopel 3a
3a4yByBath€ Ha JOKYMEHTOT.

& v 4 ‘m > ThisPC > Desktop * v ) | Search Desktop R
Organize ~ New folder [EE= (7]
TSA A Name Date modified Type Size
Hpatstva bb 1/10/2017 40 AM File folder
Z& OneDrive exam 5/26/2016 12:55 PM File folder
JMeter 10/25/2016 12:26 PM File folder
[
HISEG magisterska 12/13/2016 7:07 PM File folder
m Desktop Projects 1/13/2017 117 PM File folder
[ Documents razno 12/19/2016 2:37 PM File folder
# Downloads Templates 1/5/2017 11:05 AM File folder
D Music tsatestclient 1/23/2017 9:22 AM File folder
= Pictures # My Skype Received Files - Shortcut 11/30/2016 9:03 AM Shortcut 2KB
B Videos
% Local Disk (C)
I — )
File name: | Test_TS.pdf “
Save as type: Adobe PDF Files (*.pdf) ~
~ Hide Folders Cancel

Cnnka 8. BaqyByBarbe Ha fJOKYMEHT

Mo n3bop Ha nokauujaTta 3a 3aqyByBarb€ M BHEC HA HA3WB Ha [OKYMEHTOT, 3@ YCMELIHO A0MeNyBatbe Ha
BPEMEHCKM meyaT MoTpebHO e [Ja KAMKHeTe Ha konmyeTo “Save” no LWTO [JOKYMEHTOT Ce 3adyByBa Ha
n3bpaHaTta nokauuja co 0eNeHNOT Ha3uB.
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Bepudwrkauuja v Bannaaumja Ha 4oAeNeH BDEMEHCKM nedar

lNocTankara 3a BepudUKaumja Ha JOOENEH BPEMEHCKM Meyar, 3anoYHyBa CO OTBapare Ha JOKYMEHTOT Ha
KOj WITO € A0AENEH BPEMEHCKHMOT »ur Bo Acrobat Reader.

File Edit View Window Help

Home Tools Test_TS.pdf x @ signin
® B BEQ 1R DO v - RREAT © 7

& At least one signature has problems. . l 1 _I

O  Sinatures X iad

N E velicaean

&

Cnmka 9. ﬂOK)/Mé’HT CO [0fe/IeH BODEMEHCKH XKHI

Hajnpso notpebHo e fa ro BanuaMpare ceptudukator. 3a Taa uUen, Tpeba [a KAMKHETe Ha KOom4eTo
“Signature Panel”, obenexaro co (1) Ha Cnvka 9, no WTo ce Npukaxyea AenoT 03HayeH co (2) Ha ucTata
cnuka. Co [eceH KUK Ha HA3MBOT Ha cepTudmMkaToT usbupare “Show signature properties” no wro ce
NPUKaxKyBa CNeaH1oB Anjanor Npo3opeLl.

Signature Properties X

L

Signature validity is UNKNOWN.

Validity Summary

Signer Info

The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

The signer’s identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signature was validated as of the secure (timestamp) time:
2017/01/26 13:23:50 +01°00°

The path from the signer’s certificate to an issuer's certificate was successfully
built.

Revocation checking was not performed.

Show Signer's Certificate... 1

Advanced Properties... 2 | Validate Signature Close

Cnnka 10. Signature Properties
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CnenHo no knuk Ha “Show Signer’s Certificate” ce nsbupa ceptudukator obenexar co (1) Ha cnegHasa
cnvka.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

2 r 3
=] Makedonski Telekom CA 1] Summary Details Revocatiof Trust Policies Legal Notice
Makedonski Telekom C

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

®
®
ﬁ Execute dynamic content that is embedded in a certified
document

®

Execute high privilege JavaScripts that are embedded in a
certified document

B Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates... 3

< >

@ The selected certificate path is valid.

The path validation checks were done as of the secure (timestamp) time:
2017/01/26 13:23:50 +01°00"
Validation Model: Shell

OK

Cnuka 11. [pernen Ha cepruguxari

NoToa ce npucranysa 0o kapTuukarta “Trust”, obenexxara co (2) Ha Cnunka 11, a BegHal notoa notpedbHo e
na ce knvkHe Ha kondeto “Add do trusted Certificates...”, obenexaHo co (3) Ha ucTara cimka, no LWTo ce
NPUKaXKyBa CNeaHWOB Jujanor npo3opeLl.

10
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Acrobat Security

. Ifyou change the trust settings, you will need to revalidate any signatures to see the
", change.

Trusting certificates directly from a document is usually unwise. Are you sure you want to
do this?

Cnnka 12. Acrobat Security

3a npoaonkyBarbe Ha nocTankara 3a BanuMamparse Ha CepTUdMKATOT NOTPEOHO € a Ce KMKHE HA KOMYeTo
“OK”, BO CNPOTMBHO 3a OTKAXXyBarbe Ha nocTarnkara ce kopuctu kondeto “Cancel”.

Import Contact Settings

Certificate Details
Subject: Makedonski Telekom CA
Issuer:  Makedonski Telekom CA

Usage: Sign Certificate (CA), Sign CRL

Expiration: 3/31/2030 9:08:27 AM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

[] Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,
etc)

Cnnka 13, Import Contact Settings

11



EpgE H B
I CvicteM 3a oaenyBarbe BpeMeHCKHM nevatv - TSA

Mo knuK Ha kon4yeTo “OK”, ce npukaxkyBa npernenot kako Ha Cnuka 11 co Taa pasnuka wro konyeto “Add
do trusted Certificates...” e oHeBo3amMoxeH0. OTKaKo Ke ro 3aTBOpWTe Aujanor Npo30peLoT Ha 1eTata CimKa
ce npukaxysa nposopel kako Ha Cnvka 10 kame wTo NoTpebHO e f[a KiWMkHeTe Ha konyeTo “Validate
Signature”, obenexaHo co (2). o KIMK Ha KOMYeTo CepTUdMKATOT Ce BauaMpa M ce MpuKaxysa
WH(OpMaLIMjaTa Kako Ha cneaHara cimka.

Signature Properties

Signature is VALID, signed by Makedonski Telekom CA, TimeStamp Authority
MKT TSA 1 <tsainfo@telekom.mk>.

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is valid.
The signer's identity is valid.
Signature was validated as of the secure (timestamp) time:
2017/01/26 13:23:50 +01'00
Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

The signer's certificate is valid and has not been revoked.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close

Cnmka 14. Banmanpar ceprugpurkar

12



